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Information Technology Disaster Recovery and Data 
Backup Policy 

INTRODUCTION AND BACKGROUND 

The purpose of this Information Technology Disaster Recovery and Data Backup 

Policy is to provide for the continuity, restoration and recovery of critical data, 

networks, systems and services. It is required that University critical data is 

periodically backed up, preferably to a remote location, and that written disaster 

recovery plans exist for University critical and other designated systems, and are 

proven to be effective through testing and evaluation. 

The Information Services Directorate (ISD) is committed to being prepared to meet 

the Disaster Recovery requirements of the University as defined by the University’s 

Corporate Business Continuity plan. 

RELEVANT LEGISLATION 

The University will comply with all legislation and statutory requirements relevant to 
information and information systems, including: 

• Data Protection Act 1998 

• Computer Misuse Act 1990 

• Communications Act 2003 

• Companies Act 2006 

POLICY STATEMENT 

IT Disaster Recovery Plans shall exist for the continuity, restoration and recovery of 

critical data, networks, systems and services. Disaster Recovery Plans shall be 

tested according to the implementation detail contained in this document. 

Regular Data Backups shall be undertaken according to the implementation detail 

contained in this document. 

AIMS, PURPOSE AND SCOPE 

This document defines the ISD policy, approach and responsibilities with respect to 

Disaster Recover Planning and Testing of University IT systems. 

The scope includes: All University IT systems designated as requiring Disaster 

Recovery Plans and/or Data Backups. 

The scope excludes: Externally hosted IT systems where Disaster Recovery and 

Data Backup are covered contractually. 
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DEFINITIONS AND CLARIFICATIONS 

1. Disaster 

A disaster is an event which results in an IT System, which is critical to an 

organisation’s operations, becoming non-operational and therefore 

unavailable to the organisation; 

2. Disaster Recovery 

Disaster recovery is the processes and procedures related to the restoration 

of the critical IT System to an operational state, following a disaster. Disaster 

recovery is a subset of business continuity. While business continuity involves 

the keeping of all aspects of a business functioning during disruptive events, 

disaster recovery focuses on the IT or technology systems that support 

business functions. 

3. Disaster Recovery Planning 

Disaster Recovery Planning is the process of documenting Disaster Recovery 

Procedures and supporting information, and establishing appropriate assets, 

such as Backups, hardware and facilities necessary to execute the plans 

efficiently and effectively in the event of a disaster recovery being necessary. 

4. Disaster Recovery Testing 

Disaster Recovery Testing involves the execution of the Disaster Recovery 

Plan in a simulated setting in order to prove that the plan is effective at 

achieving the recovery of the IT System to an operational state. The DR 

testing through simulation can be achieved in several ways, with differing 

levels of realism and effort. 

5. Structured Walk-Through Test 

A structured walk-through test requires the DR team members meet to 

verbally walk through the specific steps of each component of the DR process 

as documented in the DR plan. The purpose of the structured walk-through 

test is to confirm the effectiveness of the plan and to identify gaps, bottlenecks 

or other weaknesses in the plan and to achieve training and competence in 

executing the plan for when a disaster occurs. 

6. Simulation Test 

A simulation test involves the organization simulating a disaster so that 

normal operations will not be interrupted. A disaster scenario will be used 

which will take into consideration the purpose of the test, objectives, type of 

test, timing, scheduling, duration, test participants, assignments, constraints, 

assumptions, and test steps. Testing can include the notification procedures, 

temporary operating procedures, and backup and recovery operations. During 

a simulation, the following elements should be thoroughly tested: hardware, 

software, personnel, data and voice communications, procedures, supplies 
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and forms, documentation, transportation, utilities (power, air conditioning, 

heating, ventilation), and alternative site processing. It may not be practical or 

economically feasible to perform certain tasks during a simulated test (e.g., 

extensive travel, moving equipment, eliminating voice or data 

communication). Different hardware or virtualisation may be used in 

simulation tests. 

7. Full interruption Test 

A full-interruption Test will remove the specific IT System from operation and 

activate the total disaster recovery plan. This test is costly and will disrupt 

normal operations. Therefore, it should be approached with caution, and it is 

anticipated that this test type will rarely be used. 

 

PROCEDURE 

Responsibility for the execution of this policy rests with the Deputy Director of 
Finance and Information Services (ISD).  
  

IMPLEMENTATION 

Disaster Recovery 

Disaster Recovery (DR) Planning 

1. Disaster Recovery Plans (DR Plans) will exist to recover systems completely, 
to a fully operational state which existed immediately prior to the disaster. This 
will include hardware, operating system, software configurations and 
databases; 

a. In some instances, the responsibility for complete systems recovery of 
hosted systems will be shared between ISD and the systems 
owner/operator. In such instances ISD’s responsibilities will be clearly 
defined in the DR Plan; 

2. DR plans will be reviewed annually or when a significant system change is 
undertaken; 

3. DR plans will be stored collectively and centrally by organisational unit; 

4. Current, hard copies of the DR Plans will be maintained and sited in different 
locations sufficient to survive any probable disaster 

Disaster Recovery Testing 

1. DR Testing will ascertain: 

 

a) Likelihood of compliance with the Recovery Time Objective (RTO) 

and Recovery Point Objectives (RPO) cited in the relevant 
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departmental Business Continuity Plan (BCP), where such is 

available. 

b) Likely effectiveness of the plan in achieving full restoration of the IT 

System to operational service; 

c) Opportunities for improving the DR plan. 

 
2. Every DR plan will undergo Quality Assurance. The level of QA will be 

dependent upon: 

 
a) Risk to the business resulting from a disaster affecting the IT System; 

b) Uniqueness of the IT systems architecture and DR Plan. I.e. if other IT 

systems of similar architecture and DR Plan approach have been 

successfully tested then the priority for testing will be reduced. 

 
3. The following types of QA of DR Plans will be undertaken: 

 
a) Peer review 

b) Structured Walk-Through Test; 

c) Simulation Test 

d) Full Interruption Test 

 

4. All DR Plans will be Quality Assured using one of the methods above. 

5. DR plans will be re-tested in a timely manner following a significant system 

or DR Plan change; 

Data Backup 

Backup copies of essential data and software shall be regularly taken. Adequate 

backup facilities will be provided to ensure that all essential data and software can 

be recovered following a disaster or media failure. Backup arrangements for 

individual systems shall meet the requirements of business continuity plans. It is the 

responsibility of the owner of the data to define how often security copies need to be 

made and to specify the retention period in line with the University Records 

Retention and Disposal Schedule. The responsibility for ensuring that security copies 

are made should be clearly defined. 

The following guidelines should be considered: 

• A minimum level of backup information (together with accurate and complete 

records of security copies) should be stored in a remote location, at sufficient 

distance to escape any damage from a disaster at the main data site. 
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• Backup data should itself be given an appropriate level of physical and 

environmental protection, consistent with University policies  

• Backup data should be verified to ensure that it can be relied upon when 

necessary. 

• Information stored on removable computer media must be controlled and it is 

the responsibility of the system owner to ensure that procedures are 

established for the secure management of removable computer media (tapes, 

disks, CDs, etc.). Media should be appropriately labelled. 

• Backup media should be disposed of securely and safely when no longer 

required. The contents of any reusable media that are to be removed from the 

organisation should be comprehensively erased. Disposal of waste media 

such as floppy diskettes, magnetic tape, and CDs must be made with due 

regard to sensitivity of the information they contain. Failure to use adequate 

mechanisms when disposing of personal data may lead to a breach of the 

Data Protection Act. 

No unauthorised persons should handle sensitive information and it is the 

responsibility of the system owner to ensure that procedures are established for the 

secure handling of all sensitive input/output media (tapes, disks, etc.) and any other 

sensitive items. 

OTHER RELEVANT POLICIES 

 

• Data Centre Access Policy 

• Protective Marking Standard 

• Records Retention and Disposal Schedule 


