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Purpose 
 
The purpose of this document is to define University Personal Computer Security 

standards to be implemented on all Personal Computers which connect to University 

Wired and Wireless Networks in order to minimize the potential exposure of the 

University to risk of damage which may result from unauthorized access to the 

personal computer and/or unauthorized installation and execution of software on the 

personal computer. The University is constantly under attack and personal 

computers require measures implemented to protect from such software and attacks 

that have the potential to be malicious in nature and damaging to the University. 

 

Damages include: 
 

1.  The loss of: 
 

a. Personal data covered under the Data Protection 

Act,  

b. Confidential and/or commercially sensitive 

information,  

c. Intellectual property, 

2.  Public image 
 

3.  Loss of service 
 

4.  Reduction in quality of service 

 
Scope 

 

This standard applies to University owned personal computers connected to 

the University’s networks.  

 
Standards 

 
 

1. General 
 

1.1. Password protection of Personal Computers 

Personal Computers shall implement access controls requiring authentication of 

the end-user following Power-up and before first use. 
 

See: 
 

• Password Standard 

• Authentication Standard 
 
 
1.2. End users shall software lock personal computers when unattended. 

Authentication shall be required to regain access to software locked personal 
computers; 
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1.3. Personal computers shall be configured to software lock automatically after a 
period of inactivity. Authentication shall be required to regain access to software 
locked personal computers;  
 
The maximum period of inactivity after which the computer locks automatically 
shall be: 10 minutes. 

1.4. Operating Systems must be currently supported for system and security updates. 
1.5. The Operating System of the computer shall be kept up to date with the security 

patch releases from the manufacturer. If the version of operating system has 
been de-supported by the manufacturer and security patch releases are no longer 
being made, then the device shall be disconnected from the network and 
upgraded to a version of the operating system that is in support by the 
manufacturer before being reconnected to the University network; 

1.6. Malware Protection 
 
The following computer configurations shall be used to prevent malware 
becoming installed; 

 

• Anti-malware software shall be installed and activated to perform real-time 
malware checking; 

• Anti-malware software update process shall be performed frequently. At a 
minimum, this action will be conducted each working day that the computer is 
operated; 

• A software firewall shall be installed and activated on the personal computer to 
prevent unauthorized access over a data network to the device; 

• The end user of the Personal computer shall take care: 
 

o not to run software programs of unknown origin on their computer. 

o not to open unknown or un-solicited email attachments. Computer users 

are advised that before opening any email attachments, to be sure they 
know and trust the source of the attachment. If a computer user must 
open an attachment before verifying the source, the following process is 
to be adopted: 

 

i. Confirm that the anti-malware definition files are up to date; 
 

ii. Save the file to computer storage such as a hard disk; 
 

iii. Explicitly scan the file using the installed anti-

malware software; 

iv. Open the file 

1.7. Personal Productivity software programs such as Microsoft Office, Adobe Reader, 
Mozilla Firefox, Chrome and other Internet Browsers shall be updated and 
maintained with the latest security patches for the version of software installed. If 
security patches are no longer being released for the version of a software 
product installed, the software product must be upgraded to a version which is 
maintained by the manufacturer with security patches. 

1.8. Unused and unneeded network services shall be disabled on the operating 
system. 

1.9. Default Passwords for known user names, especially administrator usernames 
must be changed. 
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1.10 Sensitively classified output from the Personal Computer to Writable CDs, DVDs 

shall be encrypted to standards defined in the University’s encryption standard. 

1.11 All portable electronic storage devices used in or connected to a personal 

computer on the University’s networks shall be encrypted to standards defined 

in the University’s encryption standard. 

 
Terminology 

 
The term: 

 

1.  Computer Access Controls 

Refers to such controls that ensure only authorized users gain access to the 

computer. When computers are powered on, computer access controls will 

ensure that any user is required to authenticate before being allowed access. 

When a reasonable period of inactivity occurs the computer will automatically 

lock, requiring re-authentication to gain access. 
 

2.  Malware 

The term is a shortened version of “Malicious Software” and refers to software 

that intentionally harms normal computer software or which carries out malicious 

activities that the authorized user did not request or want, often involving theft or 

corruption of data or reporting to a third party computer. Malware Includes 

software often referred to by the following names: viruses, spyware, data miners, 

Trojan horses; 
 

3.  Locking Personal Computers 

The term refers to the process of requiring the personal computer operating 

system to require authentication of the end user prior to any further use of the 

computer. 


