
User Account Management Code of Practice 1.6 

1 
 

Ulster University Code of Practice Cover Sheet 

 

 

Changes to previous version 

 

 

 

 

Document Title User Account Management Code of Practice 
1.6 

Custodian Deputy Director of Finance and Information 
Services (Information Services) 

Approving Committee ISD Committee 

Policy approved date 2017 – 11 – 02 

Policy effective from date 2017 – 11 – 02 

Policy review date 2018 – 11 – 02 



User Account Management Code of Practice 1.6 

2 
 

INTRODUCTION AND BACKGROUND 

The University furnishes user accounts and assigns related roles and entitlements to 
staff, associates, visitors, students and third-party suppliers with the express purpose 
of furthering the University’s corporate aims and objectives. In doing this, the 
University is committed to: 

• Ensuring that staff, associates, visitors and students have the access and 
entitlements they require to effectively use the equipment, networks, systems 
and services for which they have been authorised 

• Protecting its staff, associates, visitors, students, itself and its investments 
from consequences of illegal and/or damaging usage of its equipment, 
networks, systems and services 

• Ensuring the use of such equipment and services is compatible with and 
appropriate to its corporate aims and objectives 

• Removing access and entitlements to equipment, networks, systems and 
services from users whose have had a change of role, who are temporarily or 
permanently no longer at the University and/or no longer require access 

User account management includes the policies and procedures required to create, 
manage and delete user accounts over the user account lifecycle, and encompasses 
the following primary functions: 

• Account Creation 
This represents the steps taken when a new user account is to be created for 
a staff member, associate, visitor or student for access.  

• Management  
User accounts are dynamic. User account attributes, roles and entitlements 
may need to be changed. Accounts may need to be suspended during 
periods of user absence. Periodic monitoring for orphan and dormant user 
accounts is also necessary. 

• Support 
Users can experience problems with their user accounts. They may forget 
their password or find that they may have problems with entitlements or other 
access problems. 

• Deactivation 
All user accounts ultimately have a finite lifespan. When users leave the 
University, their access to the equipment, networks, systems and services 
should be deactivated. 

For central AD accounts these functions are undertaken by central ISD. 
Departmental and satellite systems shall have designated user account 
administrators for user account management.  
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RELEVANT LEGISLATION 

The University will comply with all legislation and statutory requirements relevant and 
related to user account management including: 

• Computer Misuse Act 1990 

• Data Protection Act 1998 

• Regulation of Investigatory Powers Act 2000 

• Employment Act 2002 

This list is not exhaustive, and shall be subject to change. 

 

CODE OF PRACTICE STATEMENT 
 
User accounts shall have the following associated minimum information: 

• A unique identifier 

• A description of the user who has been assigned the user account - principally 
their name 

• Contact information for the user (e-mail address, phone numbers, mailing 
address, campus, department, etc.) 

• Status of the user (staff, associate, visitor, student, etc.) 

• A password and/or other authentication factors 

User accounts shall conform to the University’s Password Standard, including: 

• Password length, composition, expiry, reusability, locking on failed entry and 
all other password attributes 

• System administrators shall ensure that user account passwords are not 
stored or transmitted in clear text or in any easily reversible form 

• The avoidance of automated entry of credentials 

• Adherence to guidelines for password security and secrecy 

User accounts shall conform to the University’s Authentication Standard, including: 

• All University owned computers are required to implement access controls to 
authenticate users of the computer 

• The use of shared accounts is explicitly disallowed 

• Enterprise class systems and other systems shall use utilise the managed, 
auditable authentication service managed by the Information Services 
Directorate on behalf of the University where technically feasible 

• The internet shall require authentication before access is granted 

The administration of the user account lifecycle shall conform to the University’s IT 
Monitoring Policy including the provision of audit trails of authentication by user 
account. 
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The level of entitlements granted to user accounts should adhere to the principle of 
“least privilege” (should be commensurate to the privileges required by the owner to 
do his or her job, and no more). 

Administrative accounts should not be used for day-to-day activities.  

AIMS, PURPOSE AND SCOPE OF THE CODE OF PRACTICE 

AIMS 

The primary aim of this Code of Practice is to document the overarching policies and 
procedures required in the creation, management support and deactivation of user 
accounts over the user account lifecycle in a secure environment. Also, in the 
University’s highly devolved environment, this Code of Practice aims to communicate 
standard practice and requirements to all departments of the University. 

PURPOSE 

Each user of the University’s equipment, networks, systems and services must have 
a unique user account with associated role(s) and entitlement(s). This is for the 
purposes of system and information security, to ensure compliance with legislative 
requirements and to meet the University’s obligations to its networking provider. 

SCOPE 

The scope of this policy includes all staff, associates, visitors, students and third-
party suppliers of the University as well as all University equipment, networks, 
systems and services.  

DEFINITIONS AND CLARIFICATION 

“User Account” is used to refer to an established relationship between a user 
(individual) and a computer or information service. The user account is normally 
identified by a username or account identifier which is unique to the computer or 
information service. 

“Orphan User Account” is used to refer to a user account belonging to a user who is 
no longer at the University and/or no longer requires access. 

“Dormant User Account” is used to refer to a user account that has been inactive for 
a period of time. 

“Password” is used to refer to a secret word or string of characters that is used for 
authentication, to prove identity or gain access to a resource. With regard to 
Information Services a password is normally used in conjunction with a username or 
other account identifier which uniquely identifies the person or user account. 

“Authentication” is used to refer to the process of verifying the identity of a person or 
owner of a computer account.  

“University Information Service” is used to refer to any information system or service 
that resides on a University of Ulster owned or operated data communications 
network. 
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“Associates” is used to refer to all individuals who are not staff, students nor visitors 
and who are given a user account on one or more computer or information services. 
Associates include contractors, vendors and other third-parties conducting business 
with the University. 

“Enterprise class” is used to refer to information systems and services which provide 
services which are consumed by a broad range of users across the University and 
which are deemed to be important to the operations and/or strategic aims and 
objectives of the University. 

“User account administrator” is used to refer individuals both within central ISD and 
other University organisational units who have been designated user account 
administrative functions by the Senior Officer responsible for the department 
managing any given system. 

“Administrative account” is used to refer to a highly-privileged user account that 

allows that user to make changes that will affect other users. Administrators can 

change security settings, install software and hardware, and access all files on the 

system. 

  

PROCEDURE 

The Information Systems Directorate (ISD) is responsible for much of the 
University’s networking and systems infrastructure, as well as the administration of 
the managed, auditable authentication service on behalf of the University. ISD also 
manages many of the enterprise class systems on behalf of the University. 

Equipment, networks, systems and services may be also be operated by 
organisational units (Faculties, Schools, Research Institutes, and Administrative 
Departments) within the University. The responsibility for compliance with this Code 
of Practice lies with the Senior Officer responsible for the department managing any 
given system. 

Equipment, networks, systems and services shall undergo periodic inventory, audit 
and risk assessment against this Code of Practice initiated by ISD as part of the 
programme of specific security audits. 

ISD and other organisational units of the University shall administer the user account 
lifecycle in accordance with this Code of Practice. Information on staff, associates, 
visitors and students eligible for user accounts shall be derived from authoritative 
University sources. User account administrators shall check quarterly for orphan and 
dormant accounts. 

COMPLAINTS 

Every user is responsible for helping to ensure that resources are used 
appropriately. This includes prompt reporting of instances where it is believed that 
this Code of Practice has been abused in accordance with the University’s Reporting 
Procedure. 

OTHER RELEVANT POLICIES 
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• Password Standard 

• Authentication Standard 

• IT Monitoring Policy 

• Acceptable Use of Information Technology Code of Practice 

 

IMPLEMENTATION 

This Code of Practice shall be reviewed annually. 

 

https://secure.ulster.ac.uk/isd/policies/Policies/Approved/Password%20Standard%203.7%2020161108.pdf
https://secure.ulster.ac.uk/isd/policies/Policies/Approved/Password%20Standard%203.7%2020161108.pdf
https://secure.ulster.ac.uk/isd/policies/Policies/Approved/Authentication%20Standard%202.6%2020161013.pdf
https://secure.ulster.ac.uk/isd/policies/Policies/Approved/Authentication%20Standard%202.6%2020161013.pdf
https://secure.ulster.ac.uk/isd/policies/Policies/Approved/IT%20Monitoring%20Policy%201.5%2020161013.pdf
https://secure.ulster.ac.uk/isd/policies/Policies/Approved/IT%20Monitoring%20Policy%201.5%2020161013.pdf
https://secure.ulster.ac.uk/isd/policies/Policies/Approved/Acceptable%20Use%20of%20Information%20Technology%20CoP%205.1%2020160609.pdf
https://secure.ulster.ac.uk/isd/policies/Policies/Approved/Acceptable%20Use%20of%20Information%20Technology%20CoP%205.1%2020160609.pdf

